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Serving approximately 850,000 people. ‘
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Basic Security Considerations




What is the Security Threat

~ Threats to System

~» Consequences:
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Who Is the Security Threat ‘

These are adversaries who intend to interrupt water

' ivery processes; contaminate J
: ;,.. - water, or trespass on water utility property in order ey
to D mv q,inq_gvolent act:
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Where is the Security Threat

- *Recharge basins
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Regulatory Support
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‘The sabotage QL a publlc drlnklng water system,
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Techn
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Basin Physical Security

Du | Fence Protectlon
el """'l-t‘ er fencin PR s
- . . HE g e 'm...* |
S ale LIDDILEC) aqcess 1

~
o &ENE

A 4

Security Vehicle Patrols




Basin Video Security




Video Security

e Power over Ethernet
e Redundant Commun
« Hub Video Storage

24/7 Monitoring “Station
Analytical Video (Event Driven)
_eading Edge Cameras (Internal Video Storage)
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Basin Perimeter Security




Basin Security Patrol

~After hour, weekend and Holiday.Patrols
e Rapid Dispatch
e GPS Tracking
e Electronic Reporting
e 24/7 Security Control Center Support
. Tucson Water Qn CaII Support Staff




Response

Securlty durlng perimeter basin patrols
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Response

m w- -
e Detectionor aIarm event occurs

- * Tucson Water emergency contact notified immediately
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Future Installations

Security is incorporated into new
pmﬁ
~ Ongoing si e evaluations
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